WH®OPMALIMOHHAA NMAMATKA
OnA OBYHAKOLWMXCA AnA PASMELLEHUA
HA O®ULINATIbHbIX MHTEPHET-PECYPCAX

C kaxablM rogoM MONoOEeXMn B MHTEpHETE CTaHOBUTbCA Oonblue, a WKOMbHUKA O4HU U3 CaMbIX
aKTMBHbIX MONb3oBaTenen PyHeTa. Me>+<,u,y TEéM, MNOMUMO OrpOMHOIo Konun4decTtBa BO3MOXHOCTEMN,
WHTEPHET HECET U I'IpO6J'IeMbI. OTa namsiTka gormkHa nomoyb Tebe 6e3onacHO HaXOAUTLCS B CETU.

KomnbloTepHbie BUPYCbI

KomnblOTEPHBI BUPYC - 3TO pPa3HOBUAHOCTb KOMMBLIOTEPHBIX MPOrpaMM, OTAMYUTENBHON
0COBEHHOCTBIO KOTOPOM ABMSIETCA CNOCOBHOCTb K pa3MHOXEHMI0. B gononHeHre Kk 3ToMy, BUPYCbl MOTyT
NnoBpeanTb UMM MOSTHOCTBI YHUYTOXUTb BCe halnbl U OaHHble, MOOKOHTPOSbHbIE MONb30BaTENO, OT
UMeEHN KoToporo 6bina 3anyleHa 3apaXeHHasd nporpaMma, a Takke MOBPeAuTb UMK AaXe YHUYTOXUTb
onepaumoHHYy0 CMCTEMY CO BceMu havnamu B uernom. B GonbluMHCTBE crnyvyaeB pacnpoCTpaHsoTCs
BUPYCbl Yepes NHTEPHET.

MeToabl 3aLmMTbl OT BP€AOHOCHLIX Nporpamm:

1. Micnonb3yii coBpeMeHHble OnepaLnoHHbIE CUCTEMBI, UMEIOLLME CepPbe3HbIV YPOBEHb 3aLUnThl OT
BPEAOHOCHbIX Mporpamm;

2. T[loctosHHO ycTaHaBnuBanW naytm (uudppoBble 3annaTky, KOTOpble aBTOMAaTUYECKM
yCTaHaBMMBalOTCA C Lenbio AopaboTkn nporpammbl) M Apyrne OOHOBMEHUS CBOEW OnepauvoHHON
cuctembl. CkaumBanm Mx TOMbKO C odumumanbHOro camta paspabotuvmka OC. Ecnn cywecTByeT pexum
aBTOMAaTU4YeCKoro 06HOBMEHWS, BKITHOYM €ro;

3. Pabotan Ha cBOeM KOMMbIOTEPE MoA MpaBaMu Monb3oBaTens, a He agMuHUcTpaTtopa. ATo He
no3BonunT 6OJ'IbLIJVIHCTBy BPeOOHOCHbIX nporpamMmm WUWHCTannmMpoBatbCA Ha TBOEM nNepcoHalibHOM
KOMIMbIOTEpE;

4. Wcnonb3ym aHTUBMPYCHble MpOrpaMMHble MPOAYKTbl W3BECTHbIX Npou3BoauTENnen, C
aBTOMaTuyeckum obHoBneHnem 6as;

5. OrpaHnyb (husmyecknin 4OCTYN K KOMNbIOTEPY ANA MOCTOPOHHUX L,

6. Wcnonb3ym BHewHue HocuTenu uHdoOpmMauun, Takve kak drnewka, AMCK unu dann 13
WHTEpHeTa, TONMbKO U3 MPOBEPEHHbIX NCTOYHUKOB;

7. He oTkpbiBal koMnNblOTEpPHbIE hainbl, NOMyYeHHble U3 HeHaOeXHbIX UCTOYHMKOB. [axe Te
avinbl, KOTopble NpUcnan TBOW 3HaKOMbIN. Jlydlie yTOYHN y Hero, OTNpaBnsAn nm oH tebe ux.

Cetn WI-FI

Wi-Fi - aT0 He BMA nepedaym SaHHbIX, HE TEXHOMOrus, a Bcero nuwb 6peHa, mapka. Ewe B 1991
rogy HuaepnaHgckas komnaHusa 3apeructpuposana 6peng "WECA", yto 0603Ha4ano cnoBocodeTaHme
"Wireless Fidelity", koTopbii nepeBoanTcs kak "6ecnpoBogHas TOYHOCTb".

[o Hawero BpemeHu gowrna gpyras abbpesmatypa, koTopasi ABNAETCHA TAKOW Xe TEXHOMNOrnen.
OT10 abbpeBunatypa "Wi-Fi". Takoe HasBaHWe ObINO JaHO C HAMEKOM Ha CTaHAapT BbICLUEN 3BYKOBOMW
TexHukn Hi-Fi, 4yto B nepeBoae o3Ha4vaeT "Bbicokasi TOYHOCTL".

[a, ©GecnnaTHbll WHTEPHET-JOCTYN B Kadye, OTensX WM aspornopTax SABMASETCS OTIIMYHOMN
BO3MOXHOCTbIO BbIXxOfa B MHTEPHET. Ho MHOrne akcnepTbl cumTatoT, 4To obwenoctynHele Wi-Fi cetn He
ABNAOTCA 6e30nacHbIMU.

CoBeTbl No 6e3onacHocTH paboTkl B 06LenocTynHbIX ceTax Wi-fi:

1. He nepepaBain cBowo nuyHyo nHdopmaumio vyepes obwenoctynHblie Wi-Fi cetn. PaboTasa B Hux,
)XenaTenbHO He BBOAUTL NMaponun 4OCTyna, NOrMHbI U Kakue-To HOMepa;

2. Vcnonb3y n OOHOBNSIN aHTMBUPYCHble MporpamMmmbl M OpaHamayep. Tem cambiM  Thbl
obesonacuwb cebs OT 3akadkm BUpyca Ha TBOE YCTPOWCTRBO;

3. Mpwu ncnonbzosaHun Wi-Fi oTkntoum gyHkumio "O6wmn goctyn K hannam v npuHtepam”. JaHHas
YHKUMSA 3aKpbiTa MO YMONYaHWIO, OOHAKO HeKoTopble MNofb3oBaTeNV akTUBMPYIOT ee ans ygobcTtea



ncnonb3oBaHus B paboTe nnn ydebe;

4. He wncnonb3y nybnuuHbin WI-FI gns nepegadnm nWYHbIX OaHHbLIX, HAnpMMmep A4S Bbixoga B
coumanbHble CETU UMK B SNEKTPOHHYIO MOYTY;

5. Ncnonb3yn Tonbko 3awuiieHHoe coeanHeHve vyeped HTTPS, a He HTTP, 1.e. npu Habope Beb-
agpeca BBoAN UMeHHo "https://";

6. B mobunbHoMm TenedoHe oTkmoum cyHkumio "lMogkntoveHne k Wi-Fi aBTomaTtuyeckn”. He
Jonyckan aBToMaTU4eCKOro nogknoyeHus yctponctea k cetam Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTn

CounanbHble CeTUM aKkTMBHO BXOAAT B Hally XW3Hb, MHOrMe nwoau paboTalT M XKMBYT Tam
NnocToAHHO, a B Facebook yxe 3apermctpupoBaH Munnuapg 4YenoBek, YTO SABMSETCA OAHOW CeabMOW
BCEX XuTenew nnaHeTtbl. MHOrMe nonb3oBaTeny He NOHMMALOT, YTO MHpOpMaUus, pa3MeLLeHHas MK B
coumanbHbIX CETSAX, MOXET ObITb HaWZeHa U UCMONMb30BaHa KeM YrogHO, B TOM Yucie He obs3aTernbHo ¢
Bnarumn HamepeHuamu.

OcHOoBHble CoBeTbI Mo 6e30MacHOCTU B COLManbHbIX CeTsX:
1. OrpaHnyb CNCoK apy3ei. Y Tebs B OpYy3bsX HE OOIMKHO ObITb Cry4aiHbIX U HE3HAKOMbIX NOAEN;

2. 3awmianm CBOK YacTHYK Xu3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, gaty TBOEro
POXAEHUSA N OPYTYI0 NINYHYIO MHOPMaLMIO. 3M0YMbILLNIEHHUKM MOTYT MCMOMb30BaTh AaXe UHopMaLmo
O TOM, KaK Tbl U1 TBOM POAUTENU MNaHNUpyeTe NPOBECTU KaHUKYIbI;

3. 3awwwan cBoto penyTaumio - AepXu ee B YMCTOTe U 3agaBan cebe Bonpoc: xoten 6bl Tbl, YTOObI
Apyrve nonb3oBaTenu BMAENW, 4TO Tbl 3arpyxaewb? [logyman, npexge 4Yem 4YTo-TO OnybrukosaThb,
HanucaTb U 3arpyaunThb;

4. Ecnv Tbl roBopullb C MHOAbMU, KOTOPbIX HE 3Haellb, He WCMONb3yi CBOe pearibHoe UMs U
APYryIo NINYHYI0 MHGOPMaLUK: UMSI, MECTO XUTENbCTBA, MECTO y4ebbl U Npoyes;

5. WNsberan pasmelleHusi cotorpacdmii B NHTepHeTe, roe Tbl M300pakeH Ha MEeCTHOCTW, Mo
KOTOPOM MOXHO ONpeaenuTb TBOE MECTOMOSOXEHNE;

6. Mpu peructpauMm B couManbHOMW ceTM HeobXoAMMO UCMNoNb30BaTb CrOXHble MNaponu,
cocTosLme U3 BykB 1 LMMP M C KONNYECTBOM 3HAKOB He MeHee 8;

7. Ona counanbHOW CETW, MOYTbI M OPYrMX CaiToB Heo6XOAMMO MCMOMb30oBaTh pasHbie Maponu.
Tor,u,a ecnu 1ebs B3J1OMaKOT, TO 3/TI0YMbILLUNIEHHUKM nonydaT AOCTYN TOJIbKO K O4AHOMY MeCTy, a He BO BCe
cpasy.

OneKTPOHHbIe AEHbLIN

OnEeKTPOHHbIE AeHbM - 3TO OYeHb YAOOHbIN cnocob nnaTexen, ogHaKo CyLLEeCTBYIOT MOLUEHHUKM,
KOTOpbI€ XOTST NOMAYYNTb 3TN OEHBLIN.

3ﬂeKTp0HHbIe OeHbrnm NnoABUINCb CoBCEM HElAaBHO U UMEHHO U3-3a 3TOIN0 BO MHOIMMX rocygapcreax
00 CUX NMop He npornncaHo npo HMX B 3akOHax.

B Poccuun xe oHM (DYHKUMOHUPYIOT M O HUX YKe MPOMNucaHo B 3aKoHe, rae WX pasfensioT Ha
HECKOINbKO BUAOB - aHOHUMHbIE U HE aHOHMMHbIE. Pa3Hnua B TOM, YTO aHOHUMHbIE - 3TO Te, B KOTOPbIX
paspellaeTtcs npoBoAuTb onepaunn 6e3 uaeHTUdMKauum nonb3oBaTens, a B HEaHOHUMHbIX
ngeHTudMKaums nonb3oBaTens asnseTcs obs3arensHoN.

Takke cnegyeT pasnuyaTb 3NEeKTPOHHbIE pUaTHbIE AeHbIN (paBHbI FOCYAapPCTBEHHLIM BanoTam) u
3MNEKTPOHHblE HehmaTHbIe AEHBIN (He paBHbl FOCYAAPCTBEHHBIM BanoTam).

OcHoBHble coBeTbl N0 6Ge3onacHow paboTe ¢ ANeKTPOHHBIMU AeHbramu:

1. MpuBsDKM K cHETY MOOUNBHbLIV TenedoH. ATo cambii yAOOHbIM 1 BbICTPLIN CNOCO6 BOCCTAHOBUTL
pocTyn K cyeTy. [NpuBs3aHHbIn TenedoH MOMOXeT, ecnv 3abydelb CBOW MNATEXHbIA Napofb WUnn
3argellb Ha calT C HE3HaKOMOroO YCTPOUCTBA;



2. Vicnonb3yh ogHopasoBble naponu. [ocne nepexoda Ha yCUneHHyo aBTopusauuio Tebe yxe He
OyaeT yrpoxaTb ONacHOCTb KPaXky UIu nepexasarta NnaTexHoro napons;

3. Bbibepu crnoxHbii naponb. [pecTynHukam OygoeT He NpOCTO yragaTb CHOXHbIA Naposb.
HapgexHble naponu - 3To Naponu, KOTopble coaepXaT He MeHee 8 3HAKOB W BKIHOYAKOT B ce0s1 CTPOYHbIE
W nponucHble OykBbl, UMPPbI W HECKONMbKO CUMBOMOB, Takume Kak 3HaK pgonnapa, ¢yHTa,
BOCKNMUATeNbHbIN 3HaK 1 T.n. Hanpumep, $tROng!;;

4. He BBOAM CBOU NNYHbIE OAHHbIE HA calTax, KOTOPbIM HE AOBEpPSiELLb.
OneKTPOHHas noyTa

3]'IEKTp0HHaFI no4yta - 3TO TEexXHOoNorma wu npenocrtaBndAeMble € YyCnyrm no nepecblyike u
NOJNTY4EHUNIO 3JTEKTPOHHbIX coobueHun, KOTOpble pacnpenendarnTca B KOMﬂb}OTepHOVI cetn. OB6bIYHO
SHEKTDOHHbIVI NMOYTOBLIA AWK BbIrMAAUT cnegyowmm 06pa30M: VIMFI_I'IOJ'Ib3OBaTeJ'I9|@VIM9|_AOMeHa.
Takke Kpome nepenadn npocTtoro TekCta, uMeeTCA BO3MOXHOCTb nepenaBaTb d)aVIJ'IbI.

OcHoBHble coBeTbI Mo GesonacHol paboTe ¢ ANEKTPOHHON NOYTON:

1. Hapgo BbibpaTb npaBumbHbIN MOYTOBLIN CepBUC. B uWHTEpHeTe ecTb OrpomHbin  BbIGOP
HecnnaTHbIX MOYTOBbLIX CEPBUCOB, OAHAKO Myylle A0BEPHATb TEM, KOro 3HaELLb U KTO NepBbli B PEUTUHTE;

2. He ykasbiBah B JIMYHOW MoO4YTE JMYHYKO WHQopmauuto. Hanpumep, nydwe BbiOpatb
"My3blkanbHbIVi_aHaTt@" unm "pok2013" BmecTo "tema13";

3. Wcnonb3yn OByxaTanHyw aBTopm3auuio. OTO Korga MOMMMO Maponis HYyXXHO BBOAUTb KoA,
npucbinaembii no SMS;

4. Bbibepn cnoxHblli naponb. Ons KaXgoro MoYTOBOro SuiMka AOSMKEH OblTb CBOW HaAeXHbIN,
YCTONYMBbIN K B3NIOMY Naponb;

5. Ecnun ecTb BO3MOXHOCTb Hanncatb CamoMy CBOM JIMYHbIV BOMPOC, NCMOMb3yW 3Ty BO3MOXHOCTb;

6. VMcnonb3yh HECKONbKO MOYTOBbLIX AWMKOB. [MepBbid A8 YacTHOW NEepenuckn C agpecatamu,
KOTOpPbIM Thbl [oOBepsiellb. OTO 3MEKTPOHHLIN agpec He Hago MCMNonb30BaTb MpWU peructpaumuM Ha
dopymax un cantax;

7. He oTkpbiBa hainnbl 1 Apyrne BrOXeHUs B NUCbMax, AaXe eCnu OHW NPULLIY OT TBOUX ApY3en.
Jlydlle yTOuUHM y HWX, OTNPaBNSAnuM N oHu Tebe aTn dannsl;

8. lMocne okoH4YaHMsi paboTbl Ha MOYTOBOM CeEpPBUCE MNepes 3akpbiTUEM BKMAOKW C CalTOM He
3abyab HaxaTb Ha "Beitn".

KnbepO6ynnuHr unm BuptyanbHoe usaeBaTefibCTBO

KnbepbynnuHr - npecnegoBaHue cooOLweHusMKu, cogepxawmmmn ockopbneHus, arpeccuio,
3anyrmBaHue; XynmuraHcTeo; coumnarnbHoe 6OI7IKOTI/IpOBaHI/Ie C NOMOLLbIO pasfmiMyHbIX UHTEPHET-CEePBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ kMbepbynnUHrom:

1. He 6pocalica B 6oi. Jlyqwmii cnocob: nocoBeToBaThCA Kak ceds BECTU U, ECINN HET TOTO, K KOMY
MOXHO 006paTuTbCs, TO BHa4dane YCNoKouTbCA. Ecnu Tbl HayHewb oTBevaTb OCKOpOneHusiMm Ha
ockopbrieHus, To TONbKO eLe 6onblue pasoxokellb KOHMITUKT;

2. YnpaBnan csoen kubeppenyTtaunen;

3. AHOHMMHOCTb B CETU MHUMas. CyIJJ,eCTByPOT cnocobbl BbISICHUTb, KTO CTOMT 3@ aHOHMMHbIM
aKKayHTOM;

4. He cTtouT BecTu XynuraHckum obpas BUPTyanbHOM >XWU3HW. VIHTepHeT duKcupyeT BCe TBOM
AeNCTBUSI U COXpaHsaeT ux. YaanuTb ux OyaeT kpariHe 3aTpygHUTENBHO;

5. Cobniogali cBOK BMPTYarbHY 4eCTb CMOJIOAY;

6. WrHopupyn egumHuuHbIn HeratwuB. OpHOpasoBble OCKOpPOUTENbHbIE COOBOLEHUA nydile
urHopuposatb. OBbIYHO arpeccus NpekpaLlaeTcs Ha HavanbHOM cTaguu;



7. BaH arpeccopa. B nporpammax obmMeHa MrHOBEHHbIMW COOGLLEHMSIMU, B COLMANbHbIX CETAX
€CTb BO3MOXXHOCTb BFTOKMPOBKM OTNpaBkU COOBLLEHWI C ONpeaeNieHHbIX afpecoB;

8. Ecnu Tbl cBugetenb kubepGynnuHra. TBou AeiCTBUS: BbICTYNUTL MPOTUB MNpecriefoBaTens,
nokasaTb €My, YTO €ro [OelCTBMS OLIeHMBAIOTCA HeraTUBHO, MOAAEpXKaTb XXePTBY, KOTOPOM HyXHa
ncMxonornyeckasi NoMoLLb, COOBLIMTL B3POCTbIM O hakTe arpeccuBHOro NoBeAeHNs B CeTH.

Mo6unbHbIN TenedgoH

CoBpeMeHHble cMapT(OHbl 1 NMaHWeTbl coaepxaTt B cebe BNonHe B3pocnbi (PyHKLMOHAN, n
Tenepb OHW MOryT KOHKYpMpOBaTb CO CTauMOHapHbIMU KoMmnbioTepamu. OgHako, CPeacTB 3alumThbl AN
noAo6HbIX YCTPOWCTB NOKa OYeHb Mano. TecTupoBaHue 1 NOUCK YI3BUMOCTEN B HUX MPOMCXOOUT He Tak
MHTEeHCMBHO, kak ana MK, 1o ke camoe kacaeTcs N MOBUNbHBIX NPUITOXEHUIA.

COBpeMeHHbIe MOBUNbHbIE 6pay3epb| yXKe NpakTn4yecCkn OOorHanm HacCTollbHble aHalnorun, ogHako
pacmnpeHue (*)yHKLI,VIOHaJ'Ia BNneYeT 3a cobon 6OJ'IbL1JyIO CITOXHOCTb 1 MEHbLUYIO 3allNWLEHHOCTD.

[aneko He BCe NpOU3BOAMTENM BbiNyCcKaloT OOHOBNEHUS, 3aKpbIBAOLLME KPUTUYECKNE YS3BUMOCTM
Ansi CBOWX YCTPOMWCTB.

OcHoBHble coBeTbl Ans 6e3onacHOCTN MOBUNBHOro TenedoHa:

Huyero He saBnsietca no-HacToswemy OecnnatHbiM. Byab ocTopoxeH, Beab korga Tebe
npegnaratoT 6ecnnaTHbI KOHTEHT, B HEM MOTYT ObITb CKPbIThl KAKMEe-TO NaTHbIE YCIyru;

Oymaii, npexge 4em otnpaBuTb SMS, ¢doTo nnm Buaeo. Thbl TOYHO 3Haelb, rAe OHW OyayT B
KOHEYHOM uTtore?

Heobxoanmo 06HOBMAATEL ONepaLnoHHY0 CUCTEMY TBOEro CMapTdOHa;
Mcnonb3yi aHTMBUPYCHbIE NPOrpaMmbl Anst MOBUIbHbIX TenedgoHoB;

He 3arpyxait NpUnoXxeHns oT HEM3BECTHOTO CTOYHMKA, BEAb OHU MOTYT COAEepXaTb BPeJOHOCHOe
nporpamMmmHoe obecneyeHue;

lMocne TOro Kak Thl BblAELWb C canWTa, rAe BBOAWN JIMYHYI0O MHOpMauuio, 3anan B HaCTPOMKU
Opaysepa u yganu cookies;

I'Iepmo,u,mquKM I'IpOBGpFIVI, Kakune nratHble yCiyrm aktTuBMpoBaHbl HA TBOEM HOMEpPE;

Hdasan cBon HOMep MoOGWMbHOro TenedoHa TOMbKO MOAAM, KOTOPbIX Tbl 3HaeWb W KOMY
AoBepseLlb;

Bluetooth gomkeH GbITb BbIKMIOYEH, KOF4A Thl MM He Nonb3yellbes. He 3abbiBalt MHoraa npoBepsiTh
aTo.

Online urpbl

CoBpeMeHHble OHMaMH-Urpbl - 3TO KPacouHble, 3axBaTbiBalollne pasBreveHus, obbeauHsowme
COTHM ThICSY YENOBEK MO BCEMY MUPY. VIFpOKM nccneayoT AaHHbIR MM MUp, obLLaloTea Apyr ¢ Opyrom,
BbIMONHAIT 3aaHusi, cpaxarTCsl C MOHCTpaMu M MonyyarT onblT. 3a yAOBOMbCTBME OHW MNNATAT:
MoKynatT AUCK, OnraynBaloT aboHEMEHT MU NPUOBPETAaIOT KakMe-To Onuum.

Bce ot cpeactBa uayT Ha nogdeplkaHue W pasBUTUE Urpbl, a Takke Ha caMmy GesonacHOCTb:
COBEpLUEHCTBYIOTCA CUCTEMbl aBTOpM3aUMW, BbiNycKalTCA HoBble natyuM (LUMdpoBble 3annaTtku Ons
nporpamm), 3aKpbiBaloTCs YA3BUMOCTU CEpBEPOB.

B HO,El06HbIX urpax CToUT onacatbCA He CTOJIbKO CBOUX COMEPHUKOB, CKOJIbKO KpaXXu TBOEro
naposns, Ha KOTOpoOM OCHOBaHa cuctemMa aBTopusauum OonblUMHCTBA urp.

OcHoBHble coBeTbl N0 6e30nacHOCTM TBOErO UrpoBOro akkayHTa:

1. Ecnu gpyroi urpok BedeT cebs Mroxo unu cosgaet Tebe HenpusiTHOCTU, 3abroKUpyi ero B
CMCKe UrPOKOB;

2. TMoxanynca agMuHUCTpaATOpam Urpbl Ha Mroxoe MnoBedeHuMe 3TOro MWrpoka, XenaTenbHo



NPUNOXUTb Kakne-To AokasaTenbCTBa B BUAE CKPUHOB;
3. He ykasbiBan nn4yHyo MHopMaumo B npocpainne urpbl;
4. YBaxaw Apyrmx y4acTHUKOB MO UrPe;
5. He ycTaHaBnmBan HeomumanbHble naTym 1 Moabl;
6. Vicnonb3yi CnoXHble U pasHble Naponu;

7. Oaxe BO Bpemsi Urpbl HE CTOUT OTKMNtoYaTb aHTMBMPYC. MNoka Tbl Urpaellb, TBOW KOMMbIOTEP
MOryT 3apasuThb.

PULWNHT unun KpaXxa NMIMYHbIX AaHHbIX

OObIYHOM Kpaxkel OeHer U OOKYMEHTOB CErofHsl Y€ HWKOro He YAMBULLbL, HO C PasBUTMEM
WHTEPHET-TEXHONOMMIA 3MOYMBbILLNEHHUKN NEPEMECTUNIUCLE B WMHTEPHET, W NPOAOKalT 3aHMMaTbCA
"NodMMbIM" genom.

Tak nosiBMnacb HoBasi yrpo3a: MHTEPHET-MOLUEHHMYECTBA MM OULLIMHT, FMaBHas Lenb KOTOpPOro
COCTOUT B MNONydeHUM KOH(UMAEHUMAnNbHbIX [aHHbIX MOnb3oBaTenen - FOrMHOB KW naponen. Ha
aHrnuckom asbike phishing untaetcs kak duwmHr (ot fishing - ppibHasa noens, password - naponb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULnHIom:

1. Cneamn 3a cBoUM akkayHToM. Ecnn Tbl nogos3peBaellb, YTO TBOSI aHkeTa Obina B3riomaHa, To
Heob6xoaMMO 3abnoKMpoBaTh ee U COOOLLMTL agMUHUCTPATOpaM pecypca 06 3TOM Kak MOXHO CKOpEE;

2. Nicnonb3yn 6e3onacHble BeO-cariThbl, B TOM YUCE, MHTEPHET-MarasuHoB U MOUCKOBBLIX CUCTEM,;

3. Wcnonb3yii crnioxHble M pasHble naponu. TakuMm obGpasoMm, ecnu Tebs B3nomarT, To
3MOYMBbILLMEHHVKM NOMNYyYaT AOCTYM TOMbKO K OAHOMY TBOEMY Mpodurnio B CETH, a He KO BCeM;

4. Ecnu T1ebsa B3anomanu, TO Heobxoaumo npegynpeavTb BCEX CBOMX 3HAKOMbIX, KOTOpble
pobGasneHbl y Teba B Opy3bsx, O ToM, 4To Tebs B3nomanu W, BO3MOXHO, OT TBOEro umeHu Gyaet
paccbinaTbCs Cnam U CCbINKM Ha OULLMHIOBbIE CalThbl;

5. YctaHoBu HagexHbi naporb (PIN) Ha MOGunbHbIM Tenedow;
6. OTkNIoYM coxpaHeHne napons B 6paysepe;

7. He oTkpblBay hainbl U Apyrne BMOXeEHUs B NMCbMax, Aaxe eCnu OHU NPULLX OT TBOUX ApY3eWn.
Jlydwe yTouHM y HUX, OTNpaBnsanu nm oHn Tebe atu dannbl.

LindpoBas penyraumus

LindpoBas penytaums - 3TO HeratMBHas unNu Mno3MTUBHAA WHdopMauus B cetn o Tebe.
KomnpomeTupyowias wHdopmaums, pasmelleHHas B WHTEepHeTe, MOXeT Cepbe3HbiM 06pa3om
OTpasnTbCs Ha TBOEW peanbHOW >XM3HW. "Liudposas penytaums” - 370 TBOW UMUAX, KOTOPLIA
dopmupyeTcsa n3 uHdopmauum o Tebe B MHTEpPHeTe.

TBOE MecTO XuTenbcTBa, y4ebbl, TBOe (PUHAHCOBOE MONOXeHUe, OCOGEHHOCTM XapakTepa W
pacckasbl 0 6rn3kMx - BCe 3TO HaKannmMBaeTcsl B CETU.

MHorne noapoCTKM NErkoMbICIIEHHO OTHOCATCA K NyOnukauuym nu4Hon uHdopmauum B MIHTepHeTe,
He NMoHMMasa BO3MOXHbIX NocrneacTBun. Thl gaxe He CMOXelWb goragatbCa O TOM, YTO dpoTorpadms,
pasmelleHHasa 5 neT Hasag, cTana NpUYNHOM OTKasa MpUHATL Tebs Ha paboTy.

KommeHTapun, pasmelleHne TBouX dotorpadunii n apyrne OencTBUA MOTYT HE UCYE3HYTb Aaxe
nocne TOro, Kak Tbl MX yAanuwb. Tbl HE 3HaelWb, KTO COXpaHun 3Ty MHgOopMauuo, nonana nm oHa B
MOUCKOBbIE CUCTEMbI W COXPaHUNacb My OHa, a rMaBHOE: YTO MogyMalrT O Tebe oKpyxarwlime nioau,
KOTOpble HangyT 1 yBUAAT 3T0. Hantn nHdopmaumio MHOro neT CnycTst cMoXeT fitobown - kak u3 gobpbix
nobyXgeHun, Tak n ¢ HaMepeHMeM NPUYNHUTE Bped. OTO MOXET ObITb KTO YrogHo.

OcHoBHbIE COBETHI MO 3almTe LMPOBON penyTaunm:



1. Nogyman, npexae Yyem 4To-TO Ny6GnMKoBaTb U NepedasaTb y cebs B 6nore nnu B coumansHOn
cety;

2. B HacTtpoikax npoduns ycTaHOBM OrpaHUYEHWA Ha MNPOCMOTP TBOEro npoduns wm ero
COAEepPXMMOro, caenan ero Tonbko "anga apysen”;

3. He pasmewan n He ykasbiBan MHOPMaLMIO, KOTOpas MOXET KOro-nmbo ockopbnatb unu
obuxarb.

ABTOpCKOE NpaBo

COBpeMEHHbIe LUKOJTIbHUKN - aKTUBHbIE MNMOoJib3oBaTesnn LI,MCprBOI'O NnpocCTpaHCcTBa. OpgHako ganeko
HEe BCe 3HaloT, YTO NnoJib3oBaHMe MHOIIMMN BO3MOXXHOCTAMN LI.VI(prBOI'O Mupa Tpe6yeT cobntogenHuns npas
Ha UHTEeJJIeKTyallbHYI0 COBCTBEHHOCTb.

TepMUH "MHTeNnekTyanbHasti COOCTBEHHOCTL" OTHOCUTCS K pasfiUYHbIM TBOPEHUSAM YEITOBEYECKOrO
yma, HauMHas ¢ HOBbIX M300peTeHun n 3HaKoB, 0603HaYaoLWUX COBCTBEHHOCTb HA NPOAYKTHI 1 YCNyru, 1
3aKaH4YuBasi KHUramm, potorpapmsamm, KWUHOPUNBEMaMU 1 My3biKanbHbIMU NPOU3BEAEHNAMN.

ABTOpCKME MpaBa - 3TO MpaBa Ha MHTENNeKTyanbHYyl0 COBCTBEHHOCTb Ha NPOW3BEAEHUS HayKw,
nuTepaTypbl M UCKycCTBa. ABTOPCKME nMpaBa BbICTYNAalOT B KavyecTBe rapaHTUM TOro, u4TO
WHTENNeKTyanbHbI/TBOPYECKNA Tpyg aBTopa He OygeT HampacHblM, [acT emy CchnpaBefivBble
BO3MOXXHOCTM 3apaboTaTb Ha pesynbTaTtax CBOero Tpyaa, NofyyYnTb U3BECTHOCTb W Mpu3HaHue. HukTo
0e3 paspelueHVs aBTopa He MOXEeT BOCNPOM3BOAWTL €ro npou3BeAeHune, pacnpocTpaHsTb, NyGrMYHO
AEMOHCTpUpOBaTb, NpogaBaTb, WMMOPTMPOBaTb, MyckaTb B MNpokaT, MNybnMyHO WUCNOMHATH,
NnokasblBaTb/MCNONHATL B adhmpe unm pasmeLlaTs B IHTepHeTe.

VMcnonb3oBaHue "nupatckoro” nporpaMMHOro obecneyeHms MoxeT NpUMBECTU K MHOTMM puckam: oT
noTepu AaHHbIX K TBOUM akkayHTam A0 GrOKMPOBKM TBOEro YCTPOWCTBA, rAe YyCTaHOBIEeHa HeneranbHas
nporpamma. He cTtouT Takke 3abbiBaTb, YTO CyLWECTBYHOT feranbHble M GecnnaTHble nporpammbl,
KOTOpble MOXHO HaWTK B CETK.

O nopTtane

CeTeBUYOK.pc - TBOW rMaBHbI COBETUUK B CETU. 34ECh Thl MOXELLb Y3HaTb 0 6e30MacHOCTN B CETH
MOHATHBLIM U JOCTYMHBLIM A3bIKOM, a MPY BO3HUKHOBEHWUW KPUTUYECKON CUTYyaL MM 06paTUTbLCS 38 COBETOM.
A TaKKe NPUHSTb y4acTUe B KOHKypcax U cTaTb camblM LiUPOBbLIM rpaxaaHnHoMm!



